KonkypcHoe 3a1anne

KOMIIETEHIIA «CETEBOE U CUCTEMHOE
AIMUHUCTPUPOBAHUE» \ )

KonkypcHoe 3aj1aHue BKIItoYaeT B ce0s clieayroIme |d k."
WOTrId SKIIS

pasaensr: !
Russ|
1. ®opmbl yyacTusi B KOHKypce USS a
2. 3amaHwue Ui KOHKypca
3. Moaynu 3ananus 1 He0OOXOAMMOE BpeMs
4. Kpurepuu OLEHKU
5. HeobOxomumble MpUitoKeHUS

Copyright © Coro3 «Bopnackumic Poccust «39 CeTeBoe v CHCTEMHOE a]MUHUCTPUPOBAHHE RC2021_TP39 1



N
worldskills
Russia

KoauduecTBo 9yacoB Ha BHIIOIHCHUE 3aJaHus: 15 4.
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1) ®OPMBI YYACTHS B KOHKYPCE

NuauBuayanbHbIA KOHKYPC.
2) SAJAHUE OJIA1 KOHKYPCA

CogepxaHueM KOHKYpPCHOTO 3aJaHUsl SBISIOTCA pabOThl MO IyCKOHANAJKE CETEBOU
UH(PaACTPYKTYphl Ha 0a3e COBPEMEHHOTO CETEBOT0 O0OpYIOBAaHUS M ONEPALMOHHBIX CUCTEM CeMelcTBa
Windows u Linux. YYacTHUKM COpPEBHOBAaHH IOJYy4YarOT HMHCTPYKIMIO, CETEBBbIC AMArpaMMbl M
METOJMYECKHE PEKOMEHJAIMU 110 BBINOJIHEHHIO. KOHKypCcHOE 3ajjaHMe HMEET HECKOJIBKO MOIYJEH,
BBITOJIHSAEMBIX [TOCIIEI0BATEIBHO.

3anaHne HaIMOHAIBHOTO (PMHAJIA SBJISAETCS YTBEPKIACHHBIM. B HEeM npucyTcTBYIOT 3 U3 5 MOAyIIeH,
T.€. BO3MOXHO HaOpaTh MakcuManbHo 45 n3 100 6amion

Konkypc Bximtouaet B ce0s “Ilyckonananky uHdpactpyktypsl Ha ocHoBe OC cemeiicTBa Linux™;
“Ilyckonananky wuH(ppacTpykTypsl Ha ocHoBe OC cemelictBa Windows”; “IlyckonHananky
TEJIEeKOMMYHUKAIIMOHHOTO 000pyAOBaHus .

OkoHyaTenbHas METOAMKA MPOBEPKU YTOUHSIOTCS ujieHamH >Kiopu. OIleHKa MpPOU3BOAMUTCS B
OTHOWIEHWH paboThl Moxyned. Ecim y4JacTHMK KOHKypca HE BBINOJHIET TPEOOBaHHUS TEXHUKH
0€30IaCHOCTH, TOJIBEPraeT OMACHOCTH CE0S WM IPYTHX KOHKYPCAHTOB, TAaKOH y4aCTHUK MOXKET OBITh
OTCTpaHEH OT KOHKYpca.

Bpewmst u neranm KOHKYPCHOTO 3aJjaHHS B 3aBUCHMOCTH OT KOHKYPCHBIX YCJIOBHUH MOTYT OBITh
M3MEHEHBI YWICHAMH KIOPH, IO COTJIACOBAHUIO C MEHEIKEPOM KOMIETCHIIHH.

KonkypcHoe 3a1anue TOJKHO BBIIONHATHCS B (popmare “oauH MOAY/b B J€Hb , HUKIUYECKH IO
mMoayisiM A-B-C. Ouenka KaxJ10ro MoJ1yJisi IPOUCXOJUT €KETHEBHO.

Cobpannbsie OVA-o0pa3a anst moayist Linux 1 Windows TOCTYIHBI IO CCBUIKE:

https://shorturl.at/bntwA

Ol'IepaTI/IBHyIO IIOMOIIlb II0 pa3B€pTI>IBaHI/IIO CTEHOI0B MOXHO l'IOJ'IyLII/ITI) B TenerpaMM qaTre
KOMIICTCHIINHN .
https://shorturl.at/vyR X9

3ananus pa3paboTaHbl U IPOTECTUPOBAHBI TPYIION CEPTUPULINPOBAHHBIX IKCIEPTOB:
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Ta6auna 1 — I'pynna cepTuGHUIHPOBaHHBIX HKCIEPTOB
Moynb KOHKYPCHOTO 3a/1aHUs Ponb ®UO Dkcnepra
Mopyns A: «[lyckonamanka | Bemgymmii pa3paboTunk M.M. ®yuko
uHppacTpykTypel Ha ocHoBe OC
cemericTBa Linux»
['pynma pa3paboTku ATI. Vimun, H.C.
JlaBpoB
Mopynb B: «[lyckonanangka | Bemymmii pazpaboTauk M.A. AdanacbeB
uHppacTpykTypel Ha ocHoBe OC
cemerictBa Windows»
['pynma pazpaboTku J.B. Hrorypos
Monayns C: «[lyckonanagka | Bemymmii pazpaboTank J.C. JlaBpoB
TEJIEeKOMMYHUKALHOHHOTO
000pynOBaHUS I'pynmna pazpaboTku H.A.  bykun, Al
ViimMuH
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3. MOAYJIN 3AJAHUA U HEOBXOAMMOE BPEM
Monaynu 1 BpeMsi IpUBEACHbI B TabuIe 2.
Taouauna 2 — Bpems BbITIOJTHEHUE MOTYIIS
Ne Pabouee Bpewms Ha
HaumenoBanue monyns
n/a BpeMs 3a7aHue
1 |Moayns A: «llyckonanaaka uHpacTpykTypsl Ha ocHOBe OC B 5y
cemeiictBa Linux» '
COOTBETCTB
2 |Monaynes B: «llyckonananka uHppacTpykTypsl Ha ocHOoBe OC e PE%E&:BK Su.
cemeiictBa Windows» P
oif 1o
A-B-
3 |Mogyms C: «llyckoHamamka  TEICKOMMYHUKAIIMOHHOTO HHKH}(I: 5y
000pyIOBaHUs» '
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Monaynb A: «Ilyckonananka uHGpacTpykTypbl Ha ocHoBe OC cemelicTBa Linux»

Bepcus 1 ot 28.09.20.

BBEJ/[EHHE

Ymenue paboTaTth ¢ CHCTEMaMH Ha OCHOBE OTKPBITOIO HMCXOJHOTO KOJa CTAaHOBUTCS Bce Oolee
BaXHBIM HAaBBIKOM JUIS T€X, KTO eJlaeT MOCTPOUTh ycmemHyio kapbepy B UT. JlanHoe KOHKypcHOE
3aJJaHUE COJIEPKUT MHOXKECTBO 33/1a4, OCHOBAHHBIX Ha OIBITE PealibHOM AKCIUTyaTalli HH(OPMAaLlMOHHBIX
CUCTEM, B OCHOBHOM, MHTErpalluu M ayTcopcuHre. Eciau Bbl MOXKETE€ BBIMOJHUTH 3aJjaHHE C BBICOKUM
pe3yJIbTaTOM, TO BBl TOYHO CMOXKET€ OOCIYXHBaTh HWH(DOPMALUOHHYIO UHGPACTPYKTYPY OOJBIIOTO
NpEeANPUSITHS.

OIIHCAHHUE KOHKYPCHOI O 3AJJAHHUA

JlanHOE KOHKYPCHOE 33/1aHue Pa3pabO0TaHO C UCIIOIH30BAHUEM PA3IUYHBIX OTKPHITHIX TEXHOJIOTHH,
C KOTOPBIMHU BBI JOJDKHBI OBITh 3HaKOMBI 1O ceprudukanuonupiM kypcam LPIC u Red Hat. 3aganus
IIOJIEJIEHBI HA CIEAYIOLINE CEKIUU:
— bazoBas koHpurypamus
— Kondurypauus cereBoit HHQPaCTPyKTypsI
— CayxO0Bbl HEHTPAJIN30BAaHHOI'O YIPABJICHUS U KypHAJIUPOBAHHUS
— Kondurypauus ciyx06 yaaaeHHOro 10cTymna
— Konduryparus Be6-cimyx6
— Kondurypanus ciry:x0 XpaHeHus TaHHBIX
— Konduryparus mapameTpoB 6€30MacHOCTH U CITYK0 ayTeHTU(UKAIH
Cekuuu HE3aBUCHUMBI JApPYr OT Jpyra, HO BMeCT€ OHM OOpa3ylT JOCTATOYHO CIIOXKHYIO
uHpacTpykTypy. Hekoropsle 3agaHMs 1OCTATOYHO HPOCTbI M IOHSATHBI, HEKOTOpbIE MOIYT OBITH
HEOYEBUIHBIMU. MOKHO 3aMETUTh, YTO HEKOTOPBIE TEXHOJOTHH JIOJIKHBI padOTaTh B CBS3KE UJIM MOBEPX
Ipyrux TexHosnorud. Hanmpumep, nmHamudeckas MapUIpyTH3alds [OJDKHA BBINOJHATHCA IOBEPX
HAaCTPOEHHOI'0 MEXy OpraHu3alusMy TyHHes1. BakHO MOHMMATh, YTO €CIM BaM HE YyAaJ0oCh HACTPOUTH
MOJIHOCTBIO TEXHOJIOTMUECKUN CTEK, TO 3TO HE O3HaYaeT, yTo paboTa He Oyzaer oueHeHa. Hanpumep, 1
yIaJeHHOr0 J0CTyla HeoO0XOoAMMO HacTpouTh |PSec-TyHHenb, BHyTpu KoToporo opranuzoBatb GRE-
TyHHenb. Ecnu, Hanpumep, BaM He ynanoch HacTpouTh [Psec, Ho Bbl cmoruin HacTpouth GRE, TO BBI Bee
elle Noxy4uTe Oanibl 32 OpraHU3aIHIo0 YAaJIeHHOT0 JOCTYIIA.

HHCTPYKLIUH JIVIA YHACTHHKA

B nepByto ouepenb HEOOXOAUMO MPOYUTATh 33aJJaHUE MONHOCThIO. CleyeT oOpaTuTh BHUMaHHE,
YTO 3aJlaHM€ COCTABJIIEHO HE B XPOHOJOTHMUYECKOM mopsjke. HekoTopble ceKuuu MOryT moTpebdoBaTh
JNEHCTBUM M3 JIPYrUX CEKLHM, KOTOpbIE W3J0KeHbl HWxke. Ha Bac Bo3naraercs OTBETCTBEHHOCTh 3a
pacrpenieneHue cpoero pabodero BpeMeHu. He TpaTbTre BpeMs, €ciaM y Bac BO3HHUKIM IPOOJIEMBI ¢
HEKOTOPBIMHU 3aJlaHUSIMU. BBl Mo’keTe HCI0Ib30BaTh BPEMEHHBIE pellleHus (€cliu y Bac €CTh 3aBUCUMOCTHU
B TEXHOJOIMYECKOM CTEKE€) M TMPOJOJDKUTH BBHIMOJIHEHHE IpYrux 3ajnady. PexkoMmeHayercs TIIATEIBHO
IPOBEPATH PE3yJIbTaThl CBOEH paboTHI.

JlocTynn Ko BceM BUPTYaIbHBIM MAaIlIHHAM HACTPOEH 110 AKKAYHTY root:toor.

Eciim Bam TpeOyercsi yCTAHOBHTH NapoJib, (M OH He YKAa3aH B 3aJaHUH) MCHOJBb3YliTe:
“P@sswlrd”.
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Bupryaabnas mamuna ISP npexnacrpoena. Ynpapiasiiommi 10CTYyNl YYACTHUKA K JTaHHOM

BHPTYaJbHOH MalllMHe [1JIs1 BBINOJHEHUs] 3aJaHusi He mpeaycmorped. Ilpu mombiTke ero copoca

BO3HMKHYT IIP00JIeMbl.
Opranmzanus LEFT Bxiarouaer Buptyanbnble Mmamunbl: L-SRV, L-FW, L-RTR-A, L-RTR-B, L-

CLI-A, L-CLI-B.
Opranmzanus RIGHT Bximtodaer Buptyanbabie Mamunbl: R-SRV, R-FW, R-RTR, R-CLI.

HEOBXO/HUMOE OBOPY/IOBAHHE, IIPHBOPBI, 110 H MATEPUHAJIbI

Osxkupaercs, YT0O KOHKYPCHOE 33JaHUE BBIMOJIHUMO YYaCTHUKOM C MPHUBJICYCHUEM 000pYyI0BaHUS
U MaTepuaioB, ykazanHbix B UHppacTpykTypHOM Jlucre.

B kauecte cucremuoit OC B opranmzanmu LEFT ncnons3yercs CentOS 8

B kauectBe cuctemuoit OC B opranm3zanuu RIGHT ucnonssyerca CentOS 8

B 060oux oducax BozmoxHo 3amenieHue OC Ha Alt Linux

J1s ycTaHOBKM JOIMOJIHUTENBHBIX MAKETOB, BaM JOCTYIHbBI HHTEPHET perno3utopuu yepe3 Y UM-
Proxy http://10.10.10.10:3128

Y4acTHHKH He MMEKT MpPaBa MOJb30BATHLCH JHOOLIMH YCTPOICTBAMHU, 32 HCKJIKYeHHEM
HAXOSIUXCH HA PA00YUX MeCTaX YCTPOICTB, MPeA0CTABJIEHHBIX OPraHU3aTOPaMM.

Y4acTHHUKY He HMEIOT PaBa NPUHOCHTH € c000ii Ha pabouee MeCcTO 3apaHee MOATOTOBJIEHHbIE
TEeKCTOBbIE MaTepHaJIbI.

B nTore y4yacTHUKHU J0JKHBI 00eclIeYUTh HAJIMYUE U (PYHKIIHOHMPOBAHHME B COOTBETCTBUM C
3aJlaHueM CJIYK0 U poJieii HA YKa3aHHBIX BHPTYaJbHbIX MammHaxX. [Ipu 3TOM yyacTHHKHM MOryT
CAMOCTOSITEJILHO BBIOMPATh CHOCO0 HACTPOMKHM TOI0 HMJIM HHOIO0 KOMIIOHEHTA, HCHOJb3Ys
NpeaocTaBIeHHbIE UM Pecypchl 10 CBOEMY YCMOTPEHHIO.
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CXEMA OLIEHKH

Kaxnapiii cyOkputepuii umeer MpUOIM3UTENBHO OJMHAKOBBIM Bec. ITyHKTBI BHYTpH Ka)KIOTO
KpUTEpHUsT MMEIOT pa3HbIi BEC, B 3aBUCUMOCTH OT CIIOHOCTH IYHKTa MU KOJIMYECTBA ITYHKTOB B
CyOKpHTEpHUH.

Cxema oIleHKa TIOCTPOEHA TaKUM 00pa3oM, YTOOBI KaX bl MyHKT OLIGHUBAJICS TOJIBKO OJMH pa3.
Hampumep, B cexuiun «ba3oBast KOH(pHUTypamus» MpeuchIBACTCS HACTPOUTh UMEHA JIJISI BCEX YCTPOMCTB,
OJIHAKO ATOT ITYHKT OYAET MPOBEPEH TOJIBKO HAa OJHOM YCTPOMCTBE U OIlEHEH TONbKO 1 pa3. OauHaKoBbIE
MYHKTBI MOTYT OBITh TIPOBEPEHBI U OLICHEHBI OoJbIe YeM 1 pa3, ecliv /I UX BBITIOJHEHUS TPUMEHSIOTCS
pa3Hble HACTPOMKHU MJIM OHU BBITTOJHSIIOTCSA Ha Pa3HbIX KJIaccaX YCTPOMCTB.

[MogpoOHOEe ommcaHWe METOAMKH TPOBEPKU JIOJDKHO OBITH pa3paboTaHO dSKCIEepPTaMH,
NPUHUMABIIMMU YYaCTHE B OILICHKE KOHKYPCHOIO 3aJaHMsl YEeMIIMOHATa, U BBIHECEHO B OTACJIbHBIN
JTOKYMEHT. JIaHHBIN JOKYMEHT, KaKk U CXeMa OIICHKH, SBJIsAeTCS 00beKTOM BHeceHus 30% u3MeHeHU.
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ba3oBasi HacTpoiika

1) HacrtpoiiTe nMeHa XOCTOB B COOTBETCTBUH ¢ JlnarpaMmoi.

2) Ecmu Heodxomumo, chopmupyiite ¢aiin /etc/hosts. JlanHbii (aiin OyaeT HCIoIb30BaH MPH
MIPOBEPKE, B ciydae HepaboTocmocooHoctr DNS.

3) B ciyuae xoppekTHOit padoTel DNS-cepBrcoB oTBeThl DNS H0/DKHBI HMETH 00JI€€ BBICOKHIA
MPHOPUTET.

4) PaspaboTaiiTe agpecalio sl CeTei Ha Ballle YCMOTPEHHE.

5) Bce xocmul 0013icHbl Obtmb 0ocmynnbl akkayumy root no SSH na cmandapmuom(22) nopmy

Kondurypauus cereBoii HHPpPacTpyKTypHhI
1) Hactpoiite [P-anpecaruro na BCEX xocTtax B cooTBeTCTBUU ¢ JlMarpaMMoii.

2) Hacrpoiite cepBep MpoTOKOJIa fHHAMHYECKOM KOH(purypanuu xoctoB s L-CLI-A u L-CLI-B
a) B kauecrBe DHCP-cepBepa opranuzanuu LEFT ucnons3syiite L-RTR-A.
i) Hcnomap3yiite myn aapecos 172.16.100.65 — 172.16.100.75 mis cetr L-RTR-A
i) Ucmomp3yiite myn aapecos 172.16.200.65 — 172.16.200.75 mis cetu L-RTR-B
iii) Ucmonp3yete aapec L-SRV B kauectBe aapeca DNS-cepBepa.
b) Hacrpoiite DHCP-cepBep takum ob6pa3zom, utodsl L-CLI-B Becerna nosy4an
¢ukcupoBannblii [P-anpec B coorBeTcTBUM ¢ [luarpammoii.
C) B kauecTBe 1LI103a 110 YMOJIYaHUIO UCIIOJIB3YHTE aapec nHTepderica COOTBETCTBYIOIIETO
MapIIpyTHU3aTopa B JOKAJILHOU CETH.
d) Hcnoms3syiite DNS-cydhdukc skill39.wsr.
e) DNS-3anucu tuna A 1 PTR cOOTBETCTBYIOIIETO XOCTA JOJIKHBI OOHOBJIATHCS TIPU
noxyyeHuu um aapeca or DHCP-cepsepa.
3) Ha L-SRYV Hactpoiite city:x0y pa3perieHust JOMCHHbIX HMCH
a) Cepsep nomwkeH oocayxuBarh 30Hy SKill39.wsr.
b) Comnocrasienue nMeH oprann3oBaTh B cooTBeTcTBUM ¢ Tadauuneii 1.
¢) Hactpoiite Ha R-SRV ponb Bropuunoro DNS cepsepa ais 30ub1 SKill39.wsr.
i) Hcnomnp3yere aapec R-SRV B kauectBe aapeca DNS-cepsepa ams R-CLI.
d) 3ampocsl, KOTOpbIE BEIXOST 32 paMkH 30HbI SKill39.wsr momkHbI nepeckiiathess DNS-
cepsepy ISP. JIns npoBepku UCONIb3yiTEe JOMEHHOE UMs Ya.ru.
e) Peanu3yiiTe moaaepKkKy pa3peueHust 00paTHON 30HbI.
f) ®aiisel 30H pacmonarars B /opt/dns/
4) Ha L-FW u R-FW HactpoiiTe HHTEpHET-IUTIO3bI [Tl OPraHU3aIiK KOJUIEKTHBHOTO JIOCTYIIA B
NurtepHer.
a) HacrpoiiTe TpaHCIAIMIO CETEBBIX aJIPECOB M3 BHYTPEHHEH CETH B peC BHEITHETO
uHTepdeiica.
b) Opranmsyiite noctynHocts cepBuca DNS Ha L-SRV no BHemHemy aapecy L-FW.
c) Cepsep L-FW nomxken nepenanpasisite BHemHine DNS 3ampocsr or OUT-CLI Ha L-SRV.
www.sKill39.wsr nomxken npeoOpa3oBEIBaTHCS BO BHEIIHMIA agpec R-FW.
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Kondurypauus cucreM HeHTPAIU30BAHHOIO YIIPABJIEHUS M0JIb30BATEISIMA U KOMIIbIOTEpaMu

1) PasBepuute LDAP-cepBep a1 OpraHU3aIiiy [EHTPATN30BAaHHOTO YIIPABICHUS YUCTHBIMU
sanucsmu Ha 6asze 389 Directory Server
a) B kauectBe cepBepa BoicTymaer L-SRV.
b) Cosnaiite yuernsie 3amucu ldapuserl u ldapuser2
c) L-CLI-A, L-SRV u L-CLI-B nomxHusl ayrentudunupoarbes yepe3 LDAP.

Kondurypauus cjry:k0 MOHUTOPUHIA,pe3ePBHOT0 KONMUPOBAHUS, ’KYPHATUPOBAHUS
1) Ha L-SRV opranusyiiTe neHTpaIn30BaHHbINA cOOp KypHaoB ¢ XxocToB L-FW, L-SRV.

d) JKypuainsl JO/KHBI XpaHUTBCS B aupekTopuu /opt/logs/.
e) JKypuamupoBaHue JOKHO IPOU3BOAUTCS B COOTBETCTBUU ¢ Tadauueii 3.
f) OGecneubTe POTALNIO JOTOB CO CICAYIOIIMMHU TapaMEeTPaMU:
1) Pa3mep oxHoro aiina ioros He npepbimaer 1MB
i) Ilpu poranuu cieayer UCIoJIb30BaTh CIKATHUE
Iii) OGecreubTe XpaHeHue He Oosiee 5 GaiyioB KypHAIOB

2) Paseepuute npuinoxenue loganalyzer na cepsepe L-SRV
a) B kauecTBe HCTOYHHMKOB JTAHHBIX MCIOJB3YiTE COOMpaeMbIe Joru B /opt/logs
b) Joctymn momkeH ocyiecTBasAThes o umerHn logs.skill39.wsr, mo mporokosy https.
C) Peanusyiite nepenanparienue http->https

Kondurypanus ciy:x0 yaajieHHOro ocTyna
1) Ha L-FW nacTpoliTe cepBep yAaJeHHOIrO I0CTyma Ha ocHoBe TexHojoruu OpenConnect

a) Cepsep nomwkeH padoTarh Ha mopty 4443 s tep u udp
b) B kauectBe cepTu(hUKATOB UCHIONB3YiTE cepTUHKATHI, BbIAaHHbIE R-FW
€) Paspemmte nccnemoBanue mtu
d) Eciu KIHEHT He akKTHBEH B TeueHUH 30 MUHYT, MOJKITIOUYEHHE JOIDKHO OBITh pa30pBaHO
e) B kadecTBe aJpecHOro MPOCTPAHCTBA /IS KIMEHTOB ucnonb3yiTte 10.8.8.0/24
f) Hactpoiite ucnonb3zoBanue DNS cepBepoB MNpeAnpusiTHs © BbIadyy KOPPEKTHOTO
JIOMEHHOTO UMEHH
g) Bce DNS 3anpocs! nomkHbI poxoanuTh yepe3 VPN TyHHEnb
h) CxoudurypupyiTe mosp30BaTells vpnuser ¢ mapojieM vpnpass. B kauecTBe MecTa XpaHSHHUS
M0JIb30BATENS UCTIONIBb3YNUTE JIOKAJIbHYIO 0a3y JaHHbIX
2) Ha OUT-CLI HacTpo#Te KJIMEHT yIaJeHHOro J0CTyIa Ha ocHOBe TexHosoruu OpenConnect
a) Peanmusyiite aBTOMaTHueckoe nojakiatoueHue K VPN cepBuCy mpeanpusTHs
i) Co3znaiite roHUT connect.service
i) O6ecreubTe 3aMmyck IOHUTA connect mocie qocTmkenus network-online.target
Iii) B xauectBe onucanus roauTa 3aaanre “VPN Connector to skill39.wsr”
3) Hactpoiite 3anuiieHHbIH KaHa epeaadn JanHbIx Mexay L-FW u R-FW ¢ moMotisio TexHomoruu
IPSEC:
a) [lapamerpsl nonuTHKH nepBoii ¢passl [PSec:
i) IIpoepka nenoctaoctu SHA-1
i) HIudposanue 3DES
i) I'pymna Juddu-Xennmmana — 14 (2048)
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IV) Ayrentudukaius no oomemy kiroay WSR-2019

b) Ilapamerps! mpeoOpazoBanus Tpaduka st Bropoii passl [PSec:
1) Ilporoxon ESP
i) Hludposanue AES
iii) IIpoBepka menoctnoct SHA-2
C) B kauectBe Tpadwuka, paspelieHHOro K mepeaade uepe3 IPsec-TyHHeENb, MOMKEH OBITH
ykazaH Tojibko GRE-Tpaduk mexny L-FW u R-FW
4) Hactpoiite GRE-tynuens mexxay L-FW u R-FW:
a) Hcnomb3yiite cnenyromyto aapecaruio BHyTpu GRE-TyHHes:
1) L-FW:10.5.5.1/30
i) R-FW:10.5.5.2/30

Hacrpoiika mapmpyTu3zanuu
5) HacrtpoiiTe auHaMUYecKyr Mapiipytusaiuio mno nporokoiny OSPF ¢ ucnosip3oBaHueM makera
FRR:

a) AHOHCHpYWiTE BCE CETH, HCOOXOUMBIC JIJIs TOCTHKEHUS MMOJTHON CBA3HOCTH.

b) Tlpumenenue cTaTHYECKUX MApPIIPYTOB HE TOMYCKAETCH.

c) B obmene mapripytHoit nHGopManuei yuactByior L-RTR-A, L-RTR-B, R-RTR, L-FW u
R-FW.

d) CocenctBo u oOmeH wmapuipyTHoi wuHpopMarmeirr Mmexay L-FW u R-FW  nmomkHO
OCYIIECTBIIATHCS UCKIOYUTEIBHO uepe3 HacTpoeHHbI GRE-TyHHEND.

e) AnoHcupyiiTe ceTH JoKanbHbIX nHTEpdericoB L-RTR-A u L-RTR-B.

f) 3Banperute paccbuiky ciayxeoHor nHMopMmarun OSPF B CTOpOHY KIMEHTCKMX MAIIUH U
rI100aNbHOI ceTu.

Kondurypanus Bed- 1 HOYTOBBIX CJIY:KO
1) Ha R-SRYV ycranoBute 1 HacTpoiitTe BeO-cepBep apache:
a) HactpoiiTe BeG-caiiT 115 BHENTHETO MOIb30BaHMs WWW.SKill39.wsr.
i) Hcnone3yiite nupexropuro /var/iwww/html/out.
i) Hcnoms3yiite mopt 8088.

iii) CaiiT npenocTaBiseT AOCTYM K ABYM (aiinam.
1) index.html, conepxxumoe “Hello, www.skill39.wsr is here!”
2) date.php(ucnonusiemsiii PHP-ckpunt), conepxumoe:
a) BeoB ¢pynkiuu date('Y-m-d H:i:s');
2) Ha R-FW Hnactpoiite peBepc-mipokcu Ha ocHoBe NGINX:

a) Caiit www.skill39.wsr nomken GBITH JOCTYTIEH U3 BHEIIHEH CETH MO BHENIHEMY ajpecy R-
FW

D) Bce wmacTpoiiku, cBA3aHHBIE C 3aJaHHEM, JOIKHBI COMAEPKATHCA B  OTAETHHOM
KoH(urypaunoHHoM (aiine B kaTtanore /etc/nginx/conf.d/task.conf

1) Kondwurypauus ocHoBHOro (aitna nomkHa ObITh MHHAMAIBHON W HE BIUSTH Ha
paboty NGINX B paMkax BBIITOJHEHUS 3aJaHHUS.

C) Hacrpoiite SSL 1 aBTOMaTHueckoe TepeHaNpaBieHHE HE3ANIMIIEHHBIX 3alpocoB Ha

HTTPS-nopt TOTO %K€ camMoro cepsepa.

d) Peanusyiite maccusHyo nmpoBepky paboTOCIOCOOHOCTH GEKeH Ia.
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1) Cunrarph BeO-cepBep HEpaOOTAIOUIMM 1Ocie 4 OMMOOK.

1) Cuwnrarp BeO-cepBep HEpaOOTAIOUIMM B TeueHHE 43 CEeKYH/I.
€) Peanusyiite KomupoBaHue:
1) 3anpocs k 100bIM PHP-ckpunTam He 10KHBI KAIIMPOBATHCS.
1) KbamupoBaHue YCHEHIHBIX 3alPOCOB K OCTAIBHBIM THIIAM JAHHBIX JIOJDKHO
BBITIOJIHATHCS B TeueHue 40 CeKyH[I.

Kondurypauus ciy:k0 XpaHeHus1 JaHHbIX
1) IIpeoGpasyiite B pusnyeckre ToMma LVM Bce cBOOOIHBIE HOCUTEIH.

a) Cosnaiite rpymmy jgorundeckux TomoB WSR. LVM
b) Cosnaiite crieayrone TOrHYeCKHe TOMA.
c) Users, 200 M6.
d) Shares, 40% ot ocraBIerocst CBOOOIHOIO MECTa.
e) OOecrieybTe CO3/IaHKE CHAMIIIOTOB TOMa Shares pa3 B 4ac.
f) Cuanmortsl coznatorcs B popmare SNAP-XX, rue XX - Homep cHammora, (01, 02 u 1.1.)
g) Cuammiory BeiaenseTcst 5% ot 001ero oobema rpyrib TOMOB.
h) CHammoTsl JOIDKHBI CO3/1aBaThCs MPH MTOMOIIM CKpUMTa /root/create_snap.sh
i) Coznaiite cHammot yrctoro ToMa Users ¢ HazBannem CLEAR
J) CHHMMOK 10JDKeH MO3BOJIATh XpaHeHue 30% M3MeHeHUH yKa3aHHOTO JIOTHYECKOTO TOMA.
K) OG6ecmeunTe MOoHTHpOBaHKE ToMa Users B katajor /opt/Users
I) Ob6ecneunTe MOHTHpOBaHKE ToMa Shares B kaTajor /opt/Shares
M) MOHTHpPOBaHUE JOJIKHO MPOUCXOANTH BO BPEMsI 3arpy3KH CHCTEMBI.
2) Peanmsyiite daiinossiit cepep Ha L-SRV
a) Cosnaiite 2 obOmuue nanku shares u users
b) B mamke shares cosmaiite katamor workfolders. Buyrpu kartamora workfolders cosnmaiite
nanku Workl u Work2
i. Hasmauste Bnamenbiiem manku Work1 monb3oBarens ldapuserl, BragenbiieM nanku
Work?2 nonws3oBatens ldapuser2
ii. OOecmeybTe aBTOMATHYECKOE MOHTHpPOBaHHUe Katanora workfolders mo mporokoy
smb mpu BX0/i€ MOJIB30BaTENs B MAnky work Ha pabouem cTosie
iii. Tlamka work mo/DKHA aBTOMATHYECKH CO3/1aBaThCS MPH BXOJE TOJIB30BATENsA B
CUCTEMY U YIAIATHCS TIPH BBIXO/IE TIOIH30BATEIIS
Iv. ObecnieubTe OTOOpaKEHHE PA0OYMX MANOK B 3aBUCHMOCTH OT IPaB MOJIb30BATEIIS.
[Tonb30BaTenb MOMKEH BUIETh TOJNBKO (halliibl M Manku K KOTOPBIM y HETO €CTh
JOCTYII.
C) B mamke users co3gaiite JoMalHue ManKy IjIs BcexX moyb3oBarencii LDAP
d) Oo6ecneybTe aBTOMATHYECKOE MOKITIOUCHUE JOMAITHUX MTANOK PH BXOJIE MOJIH30BATEI Ha
mammHbl CLI1-A u CLI1-B no npotokony SMB B nupextoputo /home

Kondurypanus napaMmerpoB 6€30MaCHOCTH U CJIY:KO0 ayTeHTH(PUKATNH
1) Hactpoiite CA na R-FW, ucnons3ys OpenSSL.

a) MHcnomw3yiite /etc/ca B kauecTBe KOpHEBOU aupekropun CA
b) Atpubyrer CA 10MKHBI OBITH CIIEAYIOIIMMHU:
i) Crpana RU
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iii) CN momxen ObITh ycTaHoBiieH kak WSR CA
c) Co3spnaiite kopHeBoii cepTudurar CA
d) Bce kimMeHTCKHE OlepallMOHHbIC CHCTEMBI JOJDKHBI J0BepsATh CA
e) OOecrieybTe aBTOMATHYECKUI UMIIOPT cepTU(UKATOB M3 CUCTEMHOIO XpaHWIMINA B Opaysep
firefox g Bcex mosp30BaTele.
3) Hactpoiite mexcereBoii skpan nftables na L-FW u R-FW
a) Cosnaiite Tabmuiy wsr39
b) Cosnaiite nenouku in_chain u out_chain ans Bxozsimero u ucxoasmero tpaduka
C) Peanusyiite npasuia paboThl ¢ TpahuKOM
1) Bech Tpaduk, MOKHIAFOMINI BHYTPEHHIOK CETh IOJDKECH MPOXOUTh MACKapa JHHT
Ii) PaspemmTe npoxosxaeHue Tpapuka, HCOOXOIUMOTO JUIS BHIIOJHEHUS 3a/1aHHs
iii) Beck ocTanbHO# TpaduK ClIeayeT 3apEeTHTD
4) Ha L-FW HacTpoiiTe yaaneHHbIi 10CTyII 110 mpotokony SSH:
a) JlocTyn orpaHuyeH monb3oBarensMu ssh_p, root u ssh_c
i) B kauecTBe mapoJist HOJIb30BaTeNb (KpOMe root) UCIob30BaTh SSh_pass.
1) root UCIONMB3yeT CTAHAAPTHBIN MTAPOJIb
b) SSH-cepsep nomxen pa6otaTh Ha mopty 22
5) Ha OUT-CLI nactpoiiTe KIHeHT yaajieHHoro goctyna SSH:
a) Jlocryn x L-FW u3 o joKaabHOM Y4eTHOM 3aIICH T0Ot T10]] YHETHOM 3amuchio SSh_p
JIOJKEH TPOUCXOANTH C MMOMOIIBIO ayTeHTH(PHUKAIIMY HA OCHOBE OTKPBITHIX KITFOUCH.

Kondurypauus v ycTaHOBKa CHCTEMbI
1. Ha cepsepe R-SRV TpeOyercs BoinonHUTE 00HOBIIEHUE aucTpuoObioTBa CentOS 8. [Ipousseaure

obnosnenrne OC ¢ UCTOIBL30BAaHUEM BHEITHUX PEIIO3UTOPHEB. YUTUTE, YTO HA CEPBEPE
MPHUCYTCTBYIOT BAKHBIC JAHHBIC, TI0 ’TOMY ITePEyCTaHABINBATH CHCTEMY 3aIPeniacTCs.

Hacrtpoiika noak/jouyeHuii K riio0ajabHbIM CeTAM
1) Hacrpoiite koppekTHyIO [P-agpecarnio Mex1y BCeMU YCTPOHCTBAME B TIOJICETH
20.20.20.0/24

Kondurypauus noacucreMsl TesiepoHHON CBA3H
B nanHOM Mozyiie HaCTpOWKa HE NMPEyCMOTPEHA

Bupryaauszanus
B manHOM MOnyIse HaCTpOMKa HE IMPELyCMOTpEHa

CYBJ
B manHOM MOnyne HacTpolKa HE IPESyCMOTpEHa

ABTOMATH3aNUS AAMUHUCTPUPOBAHUS
B nanHoM Mojyne HacTpoiika He MpeaycMOTpeHa
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Taoauma 1 — DNS-umena

Xocer DNS-ums

L-CLI-A APTR: I-cli-a.skill39.wsr

L-CLI-B A,PTR: I-cli-b.skill39.wsr

L-SRV APTR: I-srv.skill39.wsr
CNAME: server.skill39.wsr

L-FW A I-fw.skill39.wsr

R-FW A: r-fw.skill39.wsr

CNAME: www.skill39.wsr

R-SRV A,PTR: r-srv.skill39.wsr
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YpoBeHs xkypHasa (cTporoe

g

Hcrounuk Daiin
COOTBETCTBHE)
L-SRV auth.* /opt/logs/I<HOSTNAME>/auth.log
L-FW *.err /opt/logs/I<HOSTNAME>/error.lo

*<HOSTNAME?> - nazpaHue AUPEKTOPUH ISl )KYPHAITUPYEMOTO XOCTa
**B mupexropuu /opt/logs/ He T0IKHO OBITH (haiiIoB, KPOME TEX, KOTOPBIE yKa3aHbI B TAOIUIIE
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Monyns B: «Ilyckonananka uappactpykrypsl Ha ocHoBe OC cemeiictBa Windows»

Bepcus 1 ot 28.09.20

BBEJ/[EHHE

Ha BbInonHeHue 3aiaHus OTBOJUTCS OTPAaHUYEHHOE BPEMs — MOAYMANTe, KaK MCIOJb30BaTh €ro
MakcUMaJIbHO 3¢ ¢dexkTuBHO. CocTaBbTe IUIAH BBINOJHEHHUS paboT. BriosHe BO3MOXKHO, YTO AJIS IOJHOM
paboTOCIIOCOOHOCTH CUCTEMBI B UTOT'€ IEHCTBHSI HY>KHO BBIIIOJIHATH HE CTPOT'O B TOM I1OCIIE10BATEIbHOCTH,
B KOTOPOM OHM OIIMCaHbI B JAHHOM KOHKYPCHOM 3a/1aHHUH.

B pamkax nereHapl KOHKYPCHOTO 3afaHusi Bbl — CHCTEMHBIM aIMHUHHCTPATOp KOMIIAHHH,
Haxonsuieiics B ropone Kazanp. B rnmaBHOM oduce BbI ynpasisiete fomeHoM skill39.wsr. Bam Heobxoaumo
HACTPOUTH CEPBHCHI B JIOKAJIILHON CETH TOJIOBHOTO O(uca.

Komnianus, B KOTOpoii Bbl paboTaeTe, XOUeT BBIMTHU Ha PbIHKU ceBepHOil EBpornbl. [{ins aToro ona
yCTaHaBJIMBAET NAapTHEPCKUE OTHOIICHUS C OIHOM 13 KoMNaHui, Haxoxsuielics B Cankr-IlerepOypre. Bam
HYXXHO TTOMOYb aJIMUHUCTPATOPY MApTHEPCKON KOMIIAHUU C HACTPOIKoii cBoero nomeHa (skill39.wsr), a
IIOTOM HacCTPOMUTH MEXY JIOMEHAMU TOBEPHUE.

Taxke Bam npeicrout HacTpoMTh KaHal CBS3M MeXAy O(pucaMM C IMOMOIIBIO CTaTUYECKUX
MapILIpyTOB.

BHumarenbHO mpouTHTE 33/JlaHUE OT Hayajua /10 KOHI@ — OHO MPeACTaBiIseT cOO0H LEIOCTHYIO
cucremy. Ilpu nepBom gocTyne K ONEpallMOHHBIM CUCTEMaM JIMOO ClIeAyHTe yKazaHHsIM MacTepa, Ju0o
UCTIONIB3YHTE clieayronie pekpusutel: Administrator/P@ssword.

Ecnu npenocraBneHHble BUPTyallbHbIE MAIIMHbl HAYHYT CAMOIIPOM3BOJBHO OTKIJIIOYAThCS B
npoiecce paboThl, MONPOOYHTE BBHINOJIHUTHL HAa HUX KoMaHmy slmgr /rearm wim oOparutech K
TEXHUUYECKOMY IKCIIEPTY.

KOMIUIEKTAIIHA KOHKYPCHOI'O 3A/JAHUA

1. TexctoBsle (ailnb:

- JIaHHBIN (haill ¢ KOHKYPCHBIM 3aJJaHUEM;

- (haiin JOMOTHEHWH K KOHKYPCHOMY 3aJlaHUIO, COJIEpIKAIlMii: OMUCAHWE BHJA TPEIYyCTaHOBOK,
ONMCAaHHNE HCIOJIB3yEMBIX OIEPAMOHHBIX CHCTEM, a TaKXKe PEKOMEHJAIMU TIO BBIIEICHUIO
PECYPCOB LTSl BUPTYAIBHBIX MAITUH.

2. Tlporpammuoe obecrieueHue:

- Windows10.ADMX.

Y4acTHUKN He MMEKT MPaBa MO0Jb30BATHCH JHOBIMH YCTPOMCTBAMH, 32 MCKJIKYEHHEM
HAXOASIIUXCH HA Pa00YNX MeCTaxX YCTPOICTB, IPeA0CTABJICHHBIX OPraHU3aTOPaAMM.

Y4acTHHKH He HMEIOT NPaBa NPUHOCHTH € c000ii Ha pabouee MeCcTO 3apaHee MOATOTOBJIEHHbIE
TEKCTOBbIE MATEePHAJIbI.

B uTore y4yacTHUKHM J0J5KHbI 00ecnIeYUTh HAJINYUE U (PYHKIIMOHMPOBAHNE B COOTBETCTBUHU C
3alaHUeM CJIY:K0 M poJieil HA YKA3aHHBIX BUPTYaJdbHbIX MamMHax. [Ipu 3TOM y4acTHHKM MOryT
CaAMOCTOSITEJIbHO BbIOMPATh CHOCO0 HACTPOWKH TOr0 WJIM HHOIN0 KOMIIOHEHTA, MCIOJIb3YH
NMPeA0CTAaBJICHHbIE KM PeCypPChI 110 CBOEMY YCMOTPEHHUIO.
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ba3oBasi HacTpoiika

1) Anpeca ¥ XOCTHEHMBI CKOH(UT'YpHUPOBaHBI 3apaHee. YIOCTOBEPHTECh, 4YTO KOH(UTyparms
SIBIISICTCS. KOPPEKTHOM
2) OO6ecrieubTe BO3MOXKHOCTh pabOTHI MpoTOKOIa icmp, windows firewall pu 5TOM H0KEH OBITH
BKJIFOUCH
3) OoOecmeubTe BBOJ MAIllMH B JOMEH
a) B momene skill39.wsr momkubl npucyrcTBoBath Mammabl BRDC, BRWEB, BRCLI,
HQDC, HQCLI, HQFS, RemoteCLI
b) OcranbHble MaIlIMHBI JOJKHBI ObITh CKOH(PUTYPHUPOBAHBI JJIsl y4acTHs B paboueii rpyrime
NONDOMAIN
4) Ha Bcex mairHax 000MX JOMEHOB OTKJIFOUUTE PEXKHUM CHA
5) IIpoBepbTe pabOTOCIOCOOHOCTh OTKIIFOYEHHOTO pekuMa cHa. be3 OTK/IIOYeHHsI peXuMMa CHa
nposepka HeKOTOPbIX yacTeid 3aganus 6yrer HEBO3MOKHA.

Kongurypanus cucreM HeHTPAJIU30BAHHOIO YIIPABJIEHHA M0J1b30BATEJsIMH H KOMIIbIOTEpaMH
1) Ha mammue HQDC pa3ssepuute nomeH skill39.wsr
a) Wmmoptupyiite monb3oBareneii w3 (aitma C:\Users.csv mpe MOMOIIM CKPHIITA
C:\import_users.psl. B ckpunte MOryt ObITh AOMYIIEHBI OMMOKH. YCTPaHUTE OLIMOKU B
cKpunte © coxpanute ero ¢ HasBanmeMm C:\import users v2.psl. Co3maiite
OpraHM3alOHHbIE €MHUIIBI U TPYIIBI BHYTpU. B KauecTBe Ha3BaHUS HCIONb3YHTE MOJIE
Job Title mnons3oBarens. Ilonp3oBaTenu OOMKHBI paclojaratbCsi B KOPPEKTHBIX
OpTaHU3AIMOHHBIX MTOIPA3ICICHUAX U JOJDKHBI OBITh JOOABIECHBI B KOPPEKTHBIC TPYIIIBI
b) Jns monb3oBateneit IT ckoHGUrypupyiTe MapOIBHYIO TMOJIUTHKY CO CICIYIOIUMH
napamMeTpamu:
1) Jlnuna mapoins He MeHee 10 cHMBOJIOB
i)  Cpok nmeiictBus maposs 15 aueit
iii)  ITaponb A0KEH ObITH KOMILUIEKCHBIM
iv)  TlaponmbHas MOJIMTHKA OPHUMEHSETCs TONbKO K rpymme IT 6e3 ucnonab3oBanust GPO
V)  Ckoudurypupyiire HazBanue noiutuku [TPassPolicy
c) Tak xe co3maiite B JoMeHe mojb3oBareis Secret ¢ mapoiaem P@sswOrd. B kadectse Job
Title nanHoro nonb3oBarens ykaxure Secret User. [lonbp3oBaTenb T0KEH pacnoyiaraTbCs
B OU Users u He TOIDKEH OBITh BKIIFOYEH HH B KAKHE TPYIIIBI, KPOME TPYIIIT IO YMOTYAHHIO.
Tax »xe ckoHurypupyiite napamerp City sl JaHHOTO MOJIb30BATEN. YKaKUTE 3HAUCHHE
Secret City
d) Cunxponmsupyiite Bpems ¢ cepBepoM ISPS. Bce ocranbHble MAaIIUHBI JIOJKHBI
cuHXpoHu3upoBath Bpems ¢ HQDC
e) Ilomecrure Bce kiamentTckue mammHbel B OU Clients, Bee cepBepa B OU Servers. Ilpu
HEOOXOIMMOCTH CO3/IaiiTe JTaHHBIE OPTaHU3AI[MOHHBIE ITOIPa3ACTICHHS

2) Ha mammuae BRDC pa3sepuute koHTposuiep gomeHa skill39.wsr Toiabko asst YTeHus;
a) PaspemmTe peruuKaIMiO Maposie A TPYIIbI competitors
b) 3anpernte perummkaruo napoiuei A rpynnsl [T 1 aAIMUHHCTPATOPOB JOMEHA
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3) CkoHpuUrypupyiiTe rpynmnoBsie NOIUTUKH B foMeHe skill39.wsr

d) 3ampeTHTe aHWMAIIMIO [IPU MIEPBOM BXO/IE MMOJIL30BATEIICH B CHCTEMY Ha BCEX KJIMEHTCKUX
KOMITbIOTEPAxX JIOMCHA;

b) wnenst rpymnms! IT A0/KHBL OBITH YWICHAMH TPYIIIIBI JIOKAIBHBIX aIMUHHUCTPATOPOB HA BCEX
KIIMEHTCKUX KOMITBIOTEpaxX JOMEHA;

c) Ckoudurypupyiite craproByto crpanuity WWW.sKill39.Wsr asis BceX KIMEHTCKUX MAIIIKH,
B Opaysepax Internet Explorer u Microsoft edge.

d) mas xXaxpmoro ImnoJb3oBaTeJss, uJgieHa rpynonel IT, cos3zarite
aBTOMAaTHUECKH HOZKJIIOUAEMYIO B KauecTBe pucka U:W JoMalIHIOO

IanKy BHYTPHM —nanku no apgpecy SRV1—d:\shares\IT. ITanku nomkHbl
co3aaBaTbCA JUHAMUYCCKH, l'IpI/I HepBOM BXOJC ITIOJIB30BATCIIS B CI/ICTeMy

e) Ha Bcex KIMEHTCKMX KOMIIBIOTEpaxX JOMEHA BCE IMOJb30BATEIHN JOJDKHBI BUJICTh SPIIBIK
NPUIOKEHHS KAIBKYJISTOP

f) Ckondurypupyiite 3actaBky pabodero croja. 3acTaBka JOJDKHA 0003HAYaTh
MIPUHAIISKHOCTh MAIIMHBI K 0Qucy, HanpuMep B oprce HQ 3acTaBka omKHA COEPKATh
cnoBo HQ, B opuce Branch, cmoBo Branch.

4) Beeaute mammHy RemoteCLI B momen mpu momomntu GyHKimE oddiraiiH npUCOeTUHEHUS K
nomeny. Main st IPUCOEANHEHUS COXpaHUTe B KopHe aucka C:\

Kongurypauus cereBoii HHPpPacTPyKTypHhI
1) Ha cepepe HQDC ckondurypupyiite DHCP cepsep mis noaceru opuco HQ u Branch
d) B KayecTBe JMaria3oHa BBIIaBACMbIX aJPECOB HCIIOJB3YHTE BCE HE3aHATHIC CepBepaMu
azpeca B IOACETH
b) Ob6ecneuste oTkazoycroiturBocts DHCP mexny cepsepamu HQDC u HQFS
i)  Ilpu Beixoze u3 crposi DHCP cepeepa Ha HQDC B paboTy 10/KeH BCTYIATh CEPBEP
Ha HQFS. Bce ocransHoe Bpems DHCP cepep ma HQFS nosmkxen Haxogutcs B
pEeXUME IPOCTOS
i)  OOecreybTe aBTOMATHYECKOE TIEPEKITFOUECHUE MEXKY CepBepaMu He 0OoJjiee ueM 3a
OJIHY MUHYTY
C) CkoupurypupyiiTe AONOIHHUTENbHBIE omiuu (agpeca DNS cepBepoB © IITIO3 M0
YMOJTYaHHIO)

2) Ha mammae WINRTR ckondurypupyiite DHCP Relay
3) Ckoudurypupyiite DNS mis momena skill39.wsr

a) OoecrevybTe BO3MOXHOCTD Pa3pelieHUs] 00paTHBIX UMEH
b) 3ampernTe HCMOIB30BAHNE HETATHHCKUX CHMBOJIOB
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c) HobGaebre 3amuch WWW.SKill39.wsr takum oOpa3zom, 4ToObI MammHbI U3 oduca Branch

obpamammce K BRWEB, a mammnsl u3 opuca HQ x HQFS.

4) Ha cepsepe ISP ckoHbUTrypupyiTe SMyIAIUI0 COSTUHEHUS ¢ HHTepHETOM. [IpH npoBepKe HATUYHSI
COCIMHEHHSI ¢ MHTEPHETOM JI000W cepBep W 000 KIMEHT JII000ro oduca JOHKHBI JaBaTh
MOJIOKUTETTBHBIA OTBET. Bece MammHbl BceX O(UCOB JODKHBI CYUTATh, YTO OHHM HAXOJSATCS B
WHTEPHETE

Kondurypauus ciry:x0 XpaHeHUs TaHHBIX

1) W3 nonoJaHHMTENBbHBIX JKECTKUX AUCKOB co3maiite MmaccuB RAID1 u mpucsoiite emy OykBy D:

2) co3pmaure o6mue nanku LA nozpas3feseHun 1o azpecy
SRV1—d:\shares\departments.

a) IlpocmarpuBaTh ¥ pEIAaKTHPOBaTh (allibl B IMAlKaX MOTYT TOJBKO  YJICHBI
COOTBETCTBYIOIIEH TPYIIIHI.

3) obecrieubTe MPUBA3KY OOIIEH AKX MOAPa3ICICHHs K COOTBETCTBYIOIIEH IPyIIIie MOJb30BaTeeH
B KauecTBe aucka G:\.

4) mosab30BaTEeNM JOMCHA MPH OOpalieHWH K OOIIMM MamKam, Ha JOCTYNl KOTOPbIM y HHX HET
pa3pelieHni, JOKHBI MTOIy4aTh BMECTO CTAaHIapTHOTO YBEOMIICHHE CIIeIyoIero Buaa: «You do
not have permissions to use this path - [myTs k manke]! Do not try it again!».

5) ycraHoBHTE MaKCUMaJbHBIN pazmep B 2 Gb s kaxaoit nomanrHe nanku noss3osarens (U:\);

6) 3ampeTHTe XpaHCHHUE B JIOMAIIHUX TalKaX MOJb30BaTeiel GpaiiioB ¢ pacIIMpeHUsIMH .mp3 1 .wav;
YUTHUTE, YTO (haiijIbl OCTAIbHBIX TUIIOB MOJIF30BATENIN BIIPaBE XPAaHUTh B IOMAIITHUX MaIKax.

7) miysa XpaHeHus npoduisey mnojab3oBaTesey B pmoMeHe skill39.wsr
HCIOJB3YHTe 06myo nanky no azgpecy HQFS—D:\Shares\profiles;

8) KaxIbIil OBb30BaTENb JOJDKEH HMETh TOCTYI K (paiyiaM TOJIbKO CBOETo MpoduIist; pu 00parieHuu
K yKa3aHHOM OOIIel Mmanke cpecTBaMu MPOorpaMmbl //po6ooHuK TOIL30BATENb IOJKEH BUETh B
CIHCKE TOJBKO MANKy CO CBOUM MPOUIEM.

9) Cosnaiite katanor D:\Shares\Secret. OGecrieubTe BO3MOXHOCTh JOCTYyIA K JAHHOMY KaTaiory

TOJIBKO MoJIb30BartessiM, Job Title kotoprix ycranosneH kak Secret User, u mapametp City -- Secret
City

Kondurypanusi Be6- u HOUTOBBIX CIYKO

1) Ha HQFS co3znaiite caitt www.skill39.wsr
a) Ilpu mepexoje Ha caliT To/KHA OBITh BUIHA Haanuch Welcome to Head-Quater!
b) CaiiT nomkeH ObITh JOCTYIIEH 110 https
1)  Hcnonw3yiite ceprudukar, Berganasiii HQDC

i) TIlpm mnepexome Ha CalT HE JOJDKHO BO3HUKATh OIIMOOK, CBSI3aHHBIX C
cepruduKaTaMu
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iii)  Hactpoiite aBTOMaTHUYeCKOE TIepeHanpasienue http -> https
c) OO6ecrieubTe BO3MOXKHOCTH JOCTyIAa HA CaWT MO0 uMeHH WWW.SKill39.Wsr ¢ KimeHTCKuX

MaiuH 06oux oducos

2) Ha BRWEB co3naiite cait www.skill39.wsr
a) Ilpu mepexoye Ha callT MOKHA OBITH BUAHA HaaAmuch Welcome to Branch!!

b) Caiit nomkeH ObITH JOCTYIIEH 110 https
i)  Hcnons3yiite ceprudukar, Beiaanabii HQDC
ii) TIlpu mnepexome Ha caliT HE JMOJDKHO BO3HHKATh OINHOOK, CBSI3aHHBIX C
cepruduKaTaMu
iii)  Hactpoiite aBTOMaTHuYeCKOE NIepeHanpasienue http -> https
c) Ob6ecrieubTe BO3MOXKHOCTH JOCTyIa Ha CalT Mo uMeHH Www.skill39.wsr ¢ KIHeHTCKHUX
ManimH 000uX 0(UCOB

Kongurypauus napameTpoB 0€30aCHOCTH M CJIYK0 ayTeHTH(PuKanumn
1) CxouurypupyiiTe KOpHEBOI HEJTOMEHHBIH 1IeHTp cepTrduKanyu Ha Mairae RootCA
a) ums nentpa ceprudukarmu — HQROOtCA
b) cpok nmeiicTBus ceprudukara — 8 JeT;
c) Ckoudurypupyiite koppektasie CRL u AIA
d) ToanummTe cepTuUKAT IS TOMIYMHESHHOTO LIEHTPA CePTU(UKAIIMU U OTKIIFOUYUTE CETCBOI
ajianrTep cpeACTBAMU ONEPALMOHHON CUCTEMBbI
2) CkoH(puUrypupyiTe MOJUMHCHHBINA TOMEHHBIH HeHTp cepTudukaimu Ha mammue HQDC
a) Wwms nentpa ceprudukammu -- HQ Sub
b) Cpok neiictBus 5 ner
c) Ckoudurypupyiire koppektabie CRL u ATA
d) Cosznmaiite mabnon mis rpymnnsl IT. B kadectBe Ha3Banus miabmoH ykaxute [TUsers,
Subject Name = Common Name, o0ecrneybTe aBTOMAaTHYECKYIO BbIJauy JAHHOTO
cepru¢ukara Tonapko rpymmne [T
e) Cospmaiire mabmon Clients s BceX KIMEHTCKHX KOMIIBIOTEPOB JOoMeHa. B kauecTBe
Ha3BaHusa Mmabnona ykaxurte Clients, Subject Name = Common Name, obGecrnieubte
aBTOMATHUYECKYIO BblJauy JAHHOTO cepTu(uKara Toabko s kaueHTckux [1K.
3) Bce mammubl opucoB HQ u Branch momxHbl noBepsaTh cepridukaTaM 00OMX LIEHTPOB
cepTuduKamu

Hacrpoiika Mmapmpyruzauuu
1) Ckoudurypupyiite WINRTR m1st mocTrKeHHsT TIOJTHON CBA3aHHOCTH MEXAY BCeMH obHCaMU U
WHTEPHETOM.
2) Cpencreamu Windows Firewall 3anpeTtute icmp Tpaduk U3 CETH MHTEPHET 0 CETH JIIOOOTO U3
oducon. Beck ocTanbHOM Tpaduk JOMKEH OBITH Pa3pellieH.
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Kondurypauus cjry:k0 MOHUTOPHHIA,Pe3ePBHOI0 KOMMUPOBAHMS, )KYPHAJIMPOBAHUS
B nanHoM Mojnyiie HacTpoiika He peayCMOTpeHa

Koundurypamnus cjiyk0 yI1ajJeHHOro 10cTyna
B nanHOM Moynie HacTpoiika He IpeayCMOTpeHa

Hacrpoiika noak/J04YeHuii K rjio0ajJbHbIM CeTAM
B nanHOM Moaysie HacTpolKa HE MpeycCMOTpEHa

Kondurypauus noacucremnl Te1eOHHON CBA3U
B naHHOM MOAyse HacTpolKa He MPeyCMOTpEHa

Bupryanusanus
B nanHOM MonyIie HaCTpoOMKa He IPEyCMOTpEHa

CYB]
B JAHHOM MO)IYJ'Ie HaCTPOﬁKa HC HpeHYCMOTpeHa

ABTOMATH3alMsl A/IMUHUCTPUPOBAHUS
B nanHOM MoJysie HacTpoiika He MpeyCMOTpeHa

Kondurypanus u ycraHoBka cucreMbl
B nanHOM MoOnyIsie HaCTpoOIKa HE PEyCMOTpEHA
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BBE/ITEHHE. Hacrosiliye TONOJHEHUS COAEpKaT OMMCAaHHWE BHUAA MPEIYCTaHOBOK, OMUCAHHE

HCIIOJIB3YEMBIX OIICPAINMOHHBEIX CHUCTEM, PEKOMCHIALHMU II0 BBIACICHUIO PECYPCOB JIA BHUPTYAJIbHBIX

MallluH.

OIIHCAHHUE IIPE/]YCTAHOBOK

1. Ha SRV 10mkHO OBITh YCTaHOBJICHO YeThIpe (WJIH IISITh) JKECTKUX JUCKA: OJJ1H He MeHee — 25 Gb,
Tpu (ueTsipe) — 5 Gb .

2. Bce ocTanbHbIe )KECTKHE JUCKHA BCEX BUPTYAIbHBIX MAIIIMH JI0JDKHBI HMETh 00beM He MeHee 25 Gb.

3. Tlocne ycTaHOBKHM Ha BCEX BUPTYAIbHBIX MalllMHAX HEOOXOIMMO BBIMOJIHUTH CleHapuil Sysprep

omuueit generalize.
4. Tlocne BBITIOJIHEHUS Pa0bOT Mepe3arpy3Ka CTCHIOB OCTASTCS Ha YCMOTPEHHE IKCIIEPTOB.

OIIHCAHUE IIPUMEHAEMBIX OIIEPAIITHOHHbBIX CHCTEM

Ama komnbloTepa OnepauunoHHas cuctema
HQDC Windows Server 2019 GUI
HQCLI Windows 10 Enterprise
HQFS Windows Server 2019 Core
BRDC Windows 2019 GUI

ISPS Windows 2019 GUI
RootCA Windows Server 2019 Core
BRWEB Windows Server 2019 Core
BRCLI Windows 10 Enterprise
WINRTR Windows Server 2019 GUI
RemoteCLI Windows 10 Enterprise

3ananue npotectupoBano Ha 100% crenyromux coopkax OC:

Server 2019 — 17763.379.190312-0539;
Win 10 Ent —18362.30.190401-1528.
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PEKOMEHIALTHH ITO BBIJJEJIEHHIO OIIEPATHBHOH ITAMATH BUPTYAJIbHBIX
MAIITUH

Windows Server 2019 Core: munumym — 1 Gb, pekomenmoBano — 1,5 Gb;
Windows Server 2019 GUI: muaumym — 1,5 Gb, pexomenoBano — 2 Gb;
Windows 10 Enterprise: muaumym — 1,5 Gb, pexomengoano — 2 Gb.
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Monyns C: «IlyckoHanaaka TeIeKOMMYHHKAITMOHHOTO 000PYI0BaHUS»
Bepcus 1 ot 28.09.20

BBE/IEHUE

3HaHHe CETEBBLIX TEXHOJIOIMH Ha CCFOI[HSIIJ.IHPIIZ JCHb CTaHOBHUTCA HC3aMCHHMMBIM IJId TCX,
KTO XOYET IOCTPOUTH YCIICITHYIO Kapbepy B oonactu UT. JlaHHOE KOHKYPCHOE 33JJaHUE COJICPIKUT
MHO>KECTBO 3a/1a4, OCHOBAHHBIX Ha OMBITE peaIbHOM IKCILTyaTallui HHPOPMAIIMOHHBIX CUCTEM, B
OCHOBHOM HHTErpallMii U ayTcopcuHre. Eciu Bbl MoOKeTe BBINOJHUTH 33JaHHE C BBICOKUM
pe3ynbTaTOM, TO BBl TOYHO CMOXKETe OOCIYy>KMBaTh HH(POPMALMOHHYIO HHOPACTPYKTYpPy
OOJIBIIOrO MPEITPUSITHSL.

OIIHCAHHUE KOHKYPCHOI O 3AJJAHUA

JlaHHOE KOHKYPCHOE 3a/laHHe pa3padOTaHO C y4E€TOM Pa3IUYHBIX CETEBBIX TEXHOJIOTHIA,
cootBeTcTBYyONMX ypoBHsAM cepruduxanmun CCNA R\S 3aganue pa3OouTo Ha ClieAyrolIne
CEKIUH:

- ba3oBas HacTpoiika

- Hactpoiika koMmmyTanumn

- Hacrpoiika noaxio4eHuit K r100aabHbIM CETSIM

- Hacrpolika mapupyTu3anuu

- Hacrpoiika ciyx6

- Hacrpoiika mexann3MoB 0e30macHOCTH

- Hactpoiika napaMeTpoB MOHUTOPUHTA U PE3EPBHOTO KOMTUPOBAHUS

- Koudurypanus BUpTyalbHbIX YaCTHBIX CETEH

Bce cekuun sSBISIFOTCS HE3aBUCUMBIMH JIPYT OT JIpyra, HO BMECTe 00pa3yloT TOCTaTOYHO

CIIOXKHYIO CeTeBYIO HMH(MpacTpykTypy. HexoTopsle 3amaHus JOCTATOYHO MPOCTHI M TOHSTHBI,
HEKOTOPBIE MOTYT ObITh HEOUEBUIHBIMUA. MOXHO 3aMETUTD, UTO HEKOTOPHIE TEXHOIOTHUH JTOJIKHBI
paboTaTh B CBSI3KE WM TMOBEPX APYTrUX TeXHOJOruil. Hampumep, MoeT moapa3yMeBaThCs, YTO
[Pv6 mapmpyTtuzanus A0kHa paboTaTh MOBEPX HACTPOEHHOM BUPTYaJIbHOM 4YacTHOM ceTw,
KOTOpasi, B CBOIO O4epe.pb, JODKHA paboraTh moepx [Pv4 MapuipyTusamnuu, KoTopas, B CBOIO
ouepenb, gJomkHa padortatk moBepx PPPoE u Multilink u T.1. OueHnb BaXXHO MOHUMATh, YTO €CIIU
BaM HE yJIaeTcsl PEIIUTh KaKyro-1100 U3 3a]1a4 10 CepeAMHE TAKOTO TEXHOJIOIMUECKOI 0 CTEeKa, 3TO
HE 3HAUUT, YTO PEUICHHbIE 3a/1a4 He OyaAyT orleHeHbl. Harpumep, eciu Bbl HE MOKETE HACTPOUTh
TUHAMHUYECKYIo MapiipyTtu3saiuio [Pv4, kotopas Heobxoanma st paboThl BUPTYaIbHON YaCTHON
CETH, Bbl MOXXET€ HCIOJb30BaTh CTATUYECKYIO MapIIPYTHU3AlMIO U TPOAOIIKATH paboTy Hal
HACTPOIKOI BUPTYalbHOW YaCTHOW CETH W BCEM 4YTO JOJDKHO paboTaTh MoBepxX Hee. B aTom
Clly4ae Bbl HE MOJIY4YUTE OaUIbl 32 IMHAMUYECKYIO MapIIPYyTU3allUI0, HO BbI MOJIyYUTEe OalIbl 3a
BCE YTO JIOJDKHO paboTaTh MOBEpX Hee (B ciaydae eciid (YHKIMOHAIBHBIE TECThI MPOUICHBI
YCTIEITHO).
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HHCTPYKIITUH JIVTA YHACTHHKA

B mnepByo ouepeabr He00XOAMMO MPOYUTATH 3aJaHHE MOJHOCTHI0O M COCTABUTH
AJrOPUTM BbINOJHEHUsI PadoTbl. Bam mnpeiacToNT BHOCUTH H3MEHEHHUS B JICHCTBYIONIYIO,
NPEIHACTPOCHHYIO CETEBYI0 MHPPACTPYKTYPY HPEANPHUSATHS, COCTOSIIYIO M3 TOJIOBHOIO odrca
HQ u ynanennoro oduca BR1. Oducs nmeror cBs3b yepe3 nposaiizepos ISP1 u ISP2. Brr He
uMeeTe J0cTyna K 00OpyIOBaHMIO NPOBAIEPOB, OHO IOJHOCTHIO HACTPOEHO U HE Tpedyer
JIONIOJIHUTEIBHOTO  KOHGUIypupoBaHus. Bam Heo0XxomauMo HacTpauBaTh 000pylOBaHME
npeanpuarus, a umendo: SW1, SW2, SW3, HQ1, FW1 u BR1.

Y Bac 0TCyTCTBYET KOHCOJIbHBII IOCTYII K YCTPOMCTBaM, 0y/IbTe 04eHb BHUMATEJIbHbI
NpH BbINOJHEHUHU 3a1aHusi! B ciydae nmotepu cBsi3u ¢ 000py0BaHNEM, BBl OyeTe BHHOBATHI
camu. Paspemaercsi mepe3arpy3ka o0OpyaOBaHMSI — TOJbKO TEXHUYECKUMH HKCIEPTaMHU.
Hanpumep, npumenunu HenpaBuibHblii ACL, KoTOpBIH 3aKkpbu1 moctyn mo telnet, HO BbI He
yCIIENH COXPAaHUTh KOH(UTYPAIHIO.

PykoBoacTByiiTech nocioBuiieii: Cemb pa3 0TMepb, OUH Pa3 0TPeKb. JJIs1 BHITOTHEHUS
3aJjaHus y Bac ecTh oJHa ¢uznyeckas mamuHa (PC1 ¢ goctynom no Telnet u ycraHOBIEHHBIM
ASDM), KOTOpPYIO BBI I0JIKHBI HCII0JIb30BaTh B KAYECTBE:

PC2 Bupryansssiii [IK, Windows 10, Putty. ITons3zoBarens User napons P@sswOrd

SRV1 Bupryansnsiii [1K, Debian mons3oBaTens root mapois toor, ¢ IpeayCTaHOBICHHBIMU
cepBHCAMHU

1) SysLog manka ms mposepku /CiscoLog

2) RADIUS - FreeRadius

3) SNMP — s nposepku ucnonbdyercss naker Net-SNMP ucnonb3yiite komanmy
snmp_test

4) NTP

5) TFTP nanka nyst nmposepku /Cisco TFTP

Cnenyer 00paTUTh BHUMAaHHUE, YTO 3aJJaHHE COCTABJIEHO HE B XPOHOJIOTMYECKOM MOPSIKE.
Hekoropsie cexuinu MoryT notpe®oBaTh 1EHCTBUIN U3 IPYTUX CEKIUIl, KOTOPBIE U3JI0KEHBI HIDKE.
Hampumep, 3amnanue 3 B cekuun «Hactpolika ciayx0» NpeanuchiBaeT BaM HAaCTPOUTH CIYXKOy
IIPOTOKOJIa aBTOMATUYECKON KOH(QUIypaluu XOCTOB, KOTOpas, pa3yMmeercs, He OyaeT paboTaTh
1oKa He OyIyT BBINOJIHEHBl HE00X0IUMBbIE HACTPOHKHU B ceKIMU «KoH(pUrypamus KoMMyTaIum.
Ha Bac Bo3maraercsi OTBETCTBEHHOCTH 32 paclpe/ieiieHne CBOero pabo4ero BpeMeHH.

He TpatbTe BpeMs, eciu y Bac BO3HUKIIU ITPOOJIEMBI ¢ HEKOTOPBIMU 3aJaHUAMU. Bbl MokeTe
UCIIOJIb30BaTh BPEMEHHbIE PELIeHNs (€CTIH Y BaC €CTh 3aBUCUMOCTH B TEXHOJIOTHYECKOM CTEKE) U
IIPOJIOJKUTH BBIITOJIHEHUE JIPYTUX 3a7a4. PEKOMEHAYyeTCsl TINATeJNbHO NMPOBEPATh PE3yIbTaThl
cBOEl pabOTHI.

YOeaurech B TOM, UTO Ballld HACTPOWKH HAa BCEX YCTPOWUCTBaX (PYHKIIMOHUPYIOT IOCIE
nepe3arpys3Kku BCero o0opyioBaHusl.

HOJKJIIOYEHHE K YCTPOHCTBAM

Jns noaxmodenuss kK FW1 ucnonp3yere y4eTHYIO 3alHCh € JIOTUHOM: CiSCO M MapoJieM:
CiSCO, /It BXOJIa B IPUBHJICTUPOBAHHBIN PEXKHUM UCIIONB3YHTE Maposb CiSCO. s moaKimodeHus
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K OCTalbHBIM CETEBBIM YCTPOMCTBAM HCIIOJNB3YHTE MMapojib: CISCO H Mmapoiab JuIs

NPUBUIETUPOBAHHOTO PEKUMa: CISCO
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A. Ba3oBasi HacTpoOlKa

1) 3BapaiiTe UMsI BceX YCTPOUCTB B COOTBETCTBHUHU C TOIOJIOTHEH.
2) Ha3naubTe Juis Bcex ycTpoicTB jomenHoe umst worldskills.ru
3) CospnaiiTe Ha Bcex yCTpOUCTBaxX MoJb3oBareiel WSKuser ¢ maposiem network
a) Ilaposp mosib30BaTelNs JODKEH XPaHUTHCS B KOH(UTypaluu B BUIC pe3yiibTaTa
X21I-(QYHKIUH.
b) Tlonb3oBarens g0KeH 00JaaTh MAKCUMAIIbHBIM YPOBHEM ITPUBUIICTHA.
4) Ha Bcex yCTPONCTBAaX yCTaHOBUTE MAapOiib WSK Ha BXOJ] B TPUBUIICTUPOBAHHBIN PEKUM.
a) Ilaposb JOMKEH XPaHUTHCS B KOH(PHUTYPAIIUK B BUJIE Pe3yiIbTaTa XII-QyHKIIUH.
5) HactpoiiTe peXuM, Mpd KOTOPOM BCe MApOJd B KOH(UIypalMud XpaHATCS B
sammdpoBanHoM Buae. Ha FW1 ucnonssyiite mudpoanue AES.

6) s Bcex yCTPOMCTB peanu3yiTe Moaeiab AAA.

a) AyreHTHU(HKAIMs HA JIMHHUAX BUPTYaJbHBIX TepMmuHaioB ¢ 0 mo 15 momkHa
IIPOU3BOJIUTHCS C MCIIOJIb30BAHUEM JIOKAJIbHOW 0a3bl YUETHBIX 3amuceil. (kpome
mapurpyruzaropa HQ1)

b) Tlocne ycnenHo# ayTeHTUGUKALMY TPU YIAICHHOM TOAKIIIOYSHUH TT0JIb30BaTENIN
Cpa3y JOJDKEH MOoJy4yaTh [paBa, COOTBETCTBYIOIIME UX YPOBHIO MPUBUIIETUN WIN
posu (kpoMe MexceTeBoro skpana FW1).

€) Hacrpoiite HEOOXOAUMOCTh ayTeHTH()UKAIINY HA JIOKAJTbHONU KOHCOJIH.

d) Ilpu ycrnemHo#i ayTeHTU(PUKAIIMK HA JIOKAIbHON KOHCOJIHX T0JIb30BATENHU JTOJKHBI
Cpa3y JOJDKEH IOJy4yaTh IpaBa, COOTBETCTBYIOLINE UX YPOBHIO IPUBWIETHH WIH
pomu.

7) Ha ycTpoicTBax, K KOTOPbIM pa3pelleH J0CTYIl, B COOTBETCTBHHU ¢ TomosiorusMu L2 u L3,
co3naiite BUpTyalbHBIE HWHTEpQEichl, moapiHTepderichl W HHTEpQENch ThUNa MeTI,
HasHaubTe [P-anpeca.

8) Ha mapmpytuzarope HQ1 Ha BUPTyaJbHBIX TepMUHAIBHBIX JHHUAX ¢ 0 o 15 HacTpoiiTe
ayTeHTH(UKaLuIo ¢ ucnoiab3zoBanneM RADIUS-cepsepa.

a) HUcnone3yiite Ha nuHUsIX vty ¢ 0 o 15 OTHeNbHBIN CIIMCOK METOIOB C Ha3BaHHEM
method_man

b) Tlopsimok ayreHTHHKALUH:

c) JlokanbHas

d) RADIUS

e) Hcnomb3yiiTe 00U KITIOY CiSCO

f) Ucnonwsyiite HOMepa moproB 1812 m 1813 mis ayTeHTHQUKAIUK U ydeTa
COOTBETCTBEHHO

g) Anapec RADIUS-cepsepa 172.16.20.20

h) HacrpoliTe aBTOpH3aIMIO IPU YCTICIIHOW ayTeHTU(PHKALIUH

1) IlpoBeppre ayreHTHduKammio 1o mnpotokony RADIUS mnpu ynareHHOM
NOAKIIOYeHUH K Mapipytu3atopy HQI, ucnonesyst yuetnyro 3ammchk radius c
napoJjieM CiSco

9) Bce ycTpoiicTBa J0KHBI OBITH JOCTYITHBI 15 yIIpaBlieHus 1o npotokony SSH Bepcuu 2.
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B. Hacrtpoiika koMmMyTanuu

1) Co3snaiite Tabmuiy VLAN:
1) VLAN1000 ¢ umenem MGT.
i) VLAN1200 ¢ umenem DATA.
iii) VLAN1300 ¢ umenem OFFICE.
iv) VLANI1500 ¢ umenem NATIVE.
v) VLAN1600 ¢ umenem SHUTDOWN.

2) Ortkrounte mpotokoi VTP sBHBIM 0O6pa3zom
3) Mexay BceMH KOMMYTaTOpaMU HACTPOWTE TPAHKH C MCIOJab30BaHueM mpotokosia IEEE
802.1q.
a) Ioptel FO/10 kommyTtatopoB SW2 u SW3, a taxke nmopt FO/1 kommyraTopa SW1
JOJDKHBI paboTaTh 0€3 MCIONBb30BaHUS corinacoBaHus. OTKIIOYHATE MPOTOKOI
DTP siBubIM 00Opazom.
b) Tpauk wmexny kommyratopamu SW2 u SW3 nomken ObITh HacTpoeH 0Oe3
UCIOJIb30BaHus cornacoBanus. OTkmouute npotokon DTP sBHbIM 006pazom.
€) Tpauku mexay kommyraropamu SW1 u SW2, a takxke mexay SW1 u SW3,
JOJKHBI OBITH corylacoBanbl 1o DTP, kommyrarop SW1 nomkeH MHULIUMPOBATh
co3JaHue TpaHka, a KoMmyrtaTtopbl SW2 m SW3 nomkHBI 0XHAATh Havalia
COIJIaCOBaHUs IapaMeTPOB OT COCEIa, HO CAMU HE MHUIIMUPOBATh COTJIaCOBAHUE.
d) i Bcex MarucTpaibHBIX KaHAJIOB Ha3HaubTe native vlan 500.
e) 3ampeTHTe MEPeChUIKY MO MAaruCTPaJbHBIM KaHajlaM BCE HEHUCIOJIb3yeMbIe
VLAN, B ToMm uncie VLANI
4) HactpoiiTe arperupoBaHne KaHAIOB CBA3U MEXIy KOMMYTaTOPaMH.
a) Howmepa mopToBbIX rpymi:
1 — mexay kommytatopamu SW1 (F0/5-6) u SW2 (F0/5-6);
2 — mexny kommytatopamu SW1 (F0/3-4) u SW3 (F0/3-4);
b) ArperupoBannbiii kanan mexay SW1 u SW2 nomkeH ObITh OpraHM30BaH C
UCIOJIb30BaHueEM npoTtokosa corsiacoBanusi LACP. SW1 nomkeHn ObITh HaCTpoeH
B aKTUBHOM pexxume, SW2 B MacCHBHOM.
C) ArperupoBaHublii kKaHanm Mexay SWI1 u SW3 gomkeH ObITh OpraHHW30BaH C
UCIIOJIb30BaHuEM IpoTokoja cornacoBanus PAgP. SW1 nomken ObITh HacTpoeH
B IIPEIIOYTUTENBHOM, SW3 B aBTOMaTH4YECKOM.
5) Koudurypamus mpoTokosia 0CTOBHOTO JAepeBa:
a) Ucnone3yiite nporokon MST.
b) Ckoudurypupyiite ums pernona WSR39
€) CkoHdurypupyiite 2 HHCTaHCa
a. 1-VLAN100, VLAN1200,VLAN1300
b. 2-VLAN 1500, VLAN 1600
d) B kauecTBe KOpHEBOr0 KOMMYyTaTOpa /ist | nHCTaHCca cKoHpuUrypupyiite SW1
e) B xauecTBe KOPHEBOTO KOMMYTATOpPa JJIsl 2 MHCTaHCA CKOHUTypupyiite SW2
f) OGecneubTe OBICTpPOE COTIaCOBaHKME MarucTpayibHbIX kKaHasoB (be3 oxxunanus MSTP)
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6) Hacrpotite mopter FO/10 kommytaTtopoB SW2 u SW3 B cootBeTcTBHHY ¢ L2 quarpaMmoi.

7) Mexay HQ1 u FW1 nactpoiite B3aumozeiicteue o nporokoiy IEEE 802.1Q.
8) Ha Bcex ycTpoiicTBax, OTKIIOYMTE HEHCIIOIb3YEMbIC TOPTHI.
9) Ha Bcex KOMMyTaTopax, HEHCIOb3yeMble MopThI nepeBenute Bo VLAN 1600.

C. Hacrpoiika noaKJ0YeHUH K IJ100aJbHbIM CETSIM

1) IMoaxmrouenue FW1 k ISP1 u ISP2 ocymiectBasiercs ¢ momoinsio IPoE, Hactpoiite

HHTEep(ENChl B COOTBETCTBUU C nuarpammamu L2 u L3.

a) Ilepemaua manubix Mexay FW1 u ISPl ocyimecTBisieTcss He TErHPOBaHHBIM

TpaduKoM.
b) Ilepemaua manubix Mexay FWI1 u ISP2 ocymiecTBiseTcss TErHPOBaHHBIM
Tpadukom ¢ ucnonpzoBanueM VLAN 901.
2) ISP3 mpenocrasisier L2 VPN mexnay opucamu HQ u BR1.
a) Hacrpoiite nepenaay mexay HQ1, FW1 u BR1 TerupoBanHoro tpaduka.
B 3aBrucuMoOCTH OT HCIIOJIB3yEMOM MOJIENN MEKCETEBOr0 IKpaHa, BHIOEpUTE OJUH
U3 JBYX CIEQYIOIINX IIYHKTOB 3aJaHus:
Jns ASA5505:
b) BsaumoneiicTBue 1OMKHO ocyIiecTBIsAThes 10 VLAN 10.
Jns ASA5506:

b) Hna oOecneuenust L2 cBa3HocTH Mexay MapuipyrtuzaropoM BR1  u
mapuipytuzaropom HQI, Ha mexcereBom skxpane FW1 ucnons3yiite Bridge
group Virtual Interface (BVI) mox Homepom 2. J{71st 3TOro Ha MeKCEeTEeBOM dKpaHe
nobasbete B BVI2, nBa nogunrtepdeiica: ¢ rerom 10 B cropony nposaiigepa ISP3,
c teroM 11 B cropony mapumpyruzatopa HQI. Ha mapmpyruzarope HQI1 B
CTOpOHY  MexcereBoro dkpaHa FWI1, coznmaiite  COOTBETCTBYIOIIMI
noauHTEpdeEiic.

3) Hacrpoiite noakmouenne BR1 k nposaiinepy ISP1 ¢ nomorsto nporokona PPP.
a) Hactpoiite Multilink PPP ¢ ucrnionp3oBanuem a8yx Serial-unrepdeiicos.
b) Hcnone3yiite 1 HOMep uHTEpdeiica.
€) He ucnone3yiite ayreHTHOUKAIHIO.
d) BR1 momken aBroMaTHyecku noiydatsb ajapec ot ISP1.
4) Hacrpoiite noakmtoueHne BR1 k nposaiinepy ISP2 ¢ momormrsio npotokona HDLC.

D. Hacrpoiika MapmpyTu3auuu

BAXXHO! lNpn HacTponke nNpoOTOKONOB AMHaMUYECKOW MaplipyTusauuu, byabTe
npeaenbHO BHMMaTerbHbl U aHOHCUPYWTE NOACETU B COOTBETCTBUM C AnarpaMmon
MapLUpyTM3auun, nHaye He nonyyute 6annbl 3a NPOTOKOS, B KOTOPOM OTCYTCTBYET
Heobxogumas noAaceTb, M 3a TOT NPOTOKOM, B KOTOPOM 3Ta NoAaceTb OKasanacb
NULLHEN.

Tawke, CTOUT y4yecCTb, YTO NpoBangepbl PUNBTPYIOT MapLUPYTbl NOMyYEHHbIE MO
BGP, ecnv oHM He COOTBETCTBYIOT AnarpaMme MapLupyTU3aumm.
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1) B oduce HQ, na ycrpoiictreax HQl m FWI1 HacTpoiiTe mpoTOKON ITUHAMUYECKON
mapupytuzanuu OSPF.
a) BrxirounTe B OOHOBICHMS MapUIPyTH3allMd CETH B COOTBETCTBMHM ¢ Routing-
JIAarpaMMON.
b) HQl u FW1 mexmy coboii IOMKHBI yCTaHABIMBATH COCEACTBO, TOJIBKO B CETH
172.16.3.0/24.
€) OTKI0YKTE OTIPABKY OOHOBICHUI MapIIpyTHU3aIlMK Ha BCeX UHTepdeiicax, rue He
peycMOTpeHO GOPMUPOBAHUE COCECTBA.
2) Hacrpoiite npotokos auHamudeckoir Mapuipyruzauuu OSPF B oduce BR1 ¢ riaBHbIM
oducom HQ.
a) BrxirounTe B OOHOBJCHMS MapUIPyTH3allMd CETH B COOTBETCTBMHM ¢ Routing-
JIAarpaMMON.
b) Hcnoap3yiite MaructpaabHyio obnacts 1t GRE TyHHENICH.
c) CocenctBa mMexay opucamu HQ u BRI [0MKHBI yCTaHaBIMBATHCS, KaK yepes
ka"as L2 VPN, Ttak u yepe3 3alIuIIEHHbIA TYHHEb.
d) Voemutech B ToM, 4TO TpH OTKase BeiAeacHHOro L2 VPN, tpaduk Mexmay
oducamu Oynet nepeaaBaThes yepe3 3ammménabii GRE TyHHET®.
e) OTkIoYKTe OTIPaBKY OOHOBJICHUI MapIIpyTU3aIlK Ha BCeX UHTepdeiicax, rue He
IPeIyCMOTPEHO (pOpMUPOBAaHUE COCECTBA.
3) Hactpoiite nporokoa BGP B opucax HQ u BR1 s B3aumojeicTBUs ¢ mpoBaiiepamMmu
ISP1 u ISP2.
a) Ha ycrpoiicTBax HAacTpOWTE MPOTOKOJ TUHAMHUYECKON Mapiipytu3anud BGP B

COOTBETCTBUM C Tabmuieit 1
Taomuua 1 — BGP AS

YCTpONCTBO AS

HQ1 65000
FW1 65000
ISP1 65001
ISP2 65002
BR1 65010

b) HacrpoiiTe aBTOHOMHBIE CHCTEMBI B COOTBETCTBHHU ¢ Routing-uarpaMmoii.

c) Mapupyruzaropsr HQl u FW1 nomkubl ObITh CBsi3aHbl ¢ momortibio iBGP.
Wcnonp3yitTe 11t 3TOr0 cocencTBa, HHTEP(ECHI, KOTOPhIE HAXOIATCS B TIOJICETH
30.78.87.0/29.

d) BkirounTe B OOHOBICHHS MapIIpyTHU3allid CETH B COOTBETCTBMU C Routing-
JNarpaMMON.

e) Mns opuca BR nckinrounte u3 Tabnunbl MapmpyTusanuu cetb 14.88.22.8
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4) Hactpoiite mpoToKoa AuHaMU4ecKoi Mmapiipytuzanud EIGRP moBepx 3aliuIieHHOTO
TYHHEJS U BblJeseHHOT0 KaHana L2 VPN mexny mapmpyruzatopamu HQ1 n BR1.
a) Brxiounte B OOHOBIICHHS MapIIPyTHU3alMH CETH B COOTBETCTBMU ¢ Routing-
JIMarpaMMOi.

b) Hcnonb3yiite Homep aBToHOMHOI crcTeMbl 6000.

E. Hacrtpoiika ciyx0

1) B cereBoii mH(pACTPYKType CEpBEPOM CHHXPOHHU3AIMH BpeMmeHu sBisercs SRV1. Bee
OCTaJIbHBIE CETEBBIE YCTPOMCTBA IOJIKHBI UCIIOIb30BaTh €r0 B KAYECTBE CEPBEPA BPEMEHHU.
a) Ilepenaya maHHBIX MEXJTy OCYIIECTBIISICTCS 0€3 ayTeHTH(HKAIIUH.
b) Hacrpoiite BpemeHnHyto 30HYy ¢ HazBanneM MSK, ykaxute pasuuny ¢ UTC +3
4acoB.
2) HacrpoiiTe tTuHAMHYECKYIO TpaHCIAuio n1opToB (PAT):
a) Ha mapmpyrusatope HQ1 u BR1 HacTpoiite THHAMHYECKYIO TPAHCISAIMIO TIOPTOB
(PAT) nna cerm 192.168.2.0/24 B COOTBETCTBYIOLIME ajpeca METIEBBIX
uHTEep(EHCcoB.
b) VYo6enurecs B ToM, uto miast PC2 s BeIXOJa B MHTEPHET MCIOJB3YET OJUH W3
kaHanoB a0 ISP1 mmm ISP2 or BRI, npu HepocTynHocTu oboux kananos, PC2
JOJKSH OCYIIECTBIIATH BBIXOJ] B CETh MHTEPHET Yepe3 kaHais! oduca HQ.
C) Yo6emutech, B TOM, YTO €CTh BCE HEOOXOIMMBIC MapIIPYThl, HHAYE MPOBEPUTH
KOPPEKTHOCTh HACTPOEHHOM TPAHCIISALUH ITOPTOB, OyI€T HEBO3MOXKHO.

3) Hacrpoiite mnpoTOKON JHUHAMHYECKON KOH(UIypallMd XOCTOB CO  CICAYIOIIUMHU
XapaKTepUCTUKAMU
a. Ha mapmpyruzarope HQ1 nns noacern OFFICE:
i) Anpec cetu — 30.78.21.0/24.
i) Anpec nuto3a mo ymondanuro uHrepdeiic poyrepa HQI.
iii) Axapec NTP-cepsepa 172.16.20.20.
iv) Kommnetorep PC1 nomken nonydats aapec 30.78.21.10.

4) B oduce BR1 ucnonp3yercs ayreHTH(UKAIMS KIXSHTOB ¢ IOMOIIBIO mpoTokosia L2TP.
Jns storo Hactpoiite cepep L2TP na BRI1.
€) Ayrentuduxanus PC2 na cepBepe L2TP nomkHa OCyIIECTBIATHCS MO JOTUHY
pc2user U NapoJro pe2pass.
d) PC2 nmomxken momy4ats ip aapec ot L2TP cepBepa aBTOMaTHYECKH.
e) B kauecTBe TPaHCIOPTHOTO aJipeca HCIOIb3yTe aapeca u3 mojacetu 192.168.2.0/24
f) B kauecTBe TYHHEIBHBIX apeCOB HCIONB3YyHTE MojceTh 10.8.8.0/24

F. Hacrtpoiika MexaHn3M0B 0€3011aCHOCTH

1) Ha mapmpyrtuzatope BR1 HacTpoiite mosis3oBareneii ¢ orpaHnYeHHBIMH IPAaBaMU.
a) Cosnaiite moab3oBareneii USerl u User2 c maposem CiSCo
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b) Hasmaubre momp3oBaTeio USerl ypoenb npusmiernii 5. [Tonb30BaTens H0KEH
UMETh BO3MOXKHOCTH BBINOJIHSATh BCE KOMaHJBI IMOJB30BATEIBCKOTO PEXUMa, a
TAK)KE BBIMOJHATH Mepe3arpy3Ky, a TakKe BKIIOYATh W OTKIIOYATh OTIAIKY C
nomonipio komana debug.
¢) CosznaiiTe u Ha3HAYBTE ViEeW-KOHTEKCT Sh_VIew Ha nojb3oBaresist User2
i)  Komanmy show cdp neighbor
i)  Bce xkomansr show ip *
i)  Komanmy ping
i)  Komanny traceroute
d) YOemutech, 4TO MOIH30BATEIM HE MOTYT BBITIOJNHATH APYrHe KOMaH/bl B paMKax
IIPUCBOEHHBIX KOHTEKCTOB M YPOBHEM IPUBUIIETUI.
2) Ha mnopry F0/10 xommyraropa SW2, Bkimouunte u Hactpoiite Port Security co
CIICIYIOIMMU TTapaMeTpaMu:
a) He Oouee 2 ampecoB Ha uHTEpdEiice
b) ampeca nOKHBI TUHAMUYECKH ONPEACIATHCS, U COXPAHATHCS B KOH(DUTypaInu.
C) TpH MOMBITKE MOAKIIOYCHHUS YCTPOMCTBA C alpecoM, HapYILIAOIIUM MTOJUTHKY, Ha
KOHCOJIb JIOJKHO OBITh BBIBEJICHO YBEIIOMIICHHE, ITOPT HE JIOJDKCH ObITh OTKJIFOYCH.

3) Ha nopry f0/10 kommyraTtopa SW2 peanusyiTe 3almuTy OT mepexBata Tpaduka MexmIy
JBYMsI y3J1JaMU B OJJHOM HIMPOKOBEIIATEIHHOM JOMEHE

4) Ha xommyrarope SW2 pritounte DHCP Snooping mis noacern OFFICE. Ucnonb3yiite
¢uien-namATh B KayecTBE MecTa XpaHeHus 0a3bl JaHHbIX.

5) Ha xommyratope SW2 BKiIIOYMTE IMHAMHUYECKyr mpoBepky ARP-3ampocoB B ceru
OFFICE.

6) Ha mapmpyrtusarope BR1 HactpoiiTe pacluMpeHHBIH CIHCOK KOHTPOJS JOCTYIa JUIs
noncetu 192.168.2.0/24. 3abnokupyiiTe BeCh HUCXOMSIIMNA W BXOIAUIMN Tpaduk OT
nojacetru 192.168.2.0/24 B UHTEPHET 32 UCKITIOYECHUEM:

a) Paspemmte padoty ¢ DNS cepsepom 8.8.8.8.

b) Paspemmte ucxoasumii TCP tpaduk mo mopram 80 u 443.

c) Paspemmre Bxomsmmii Tpaduk mo TCP, TONBKO /Ui TeX COSAUHEHUH, eCu y3e
u3 noacetu 192.168.2.0/24 nHuLMUpyeT 3TO COETUHEHNUE.

G. HaCTPOﬁKa mapamMeTpoB MOHUTOPHUHI'A H PE3CPBHOI0 KOIMUPOBaAHUSA

1) Ha mapmpyruzarope HQ1 u mexcereBoM skpane FW1 HacTtpoiTe >KypHaliupoBaHUE
CUCTEMHBIX cooO11eHnii Ha cepep SRV 1, Bkitouast nHpOpMalMoOHHbIE COOOIIEHUSI.
2) Ha wmapmpyruzatope HQl u mexcereBom skpane FW1 HacTpoiiTe BO3MOXKXHOCTH
yZIaJI€HHOT0 MOHUTOPHHTA 1o npoTokosry SNMP v3.
a) 3amaiite Mecromonoxenue ycrpoiictB MSK, Russia
b) 3anmaiite konTakT admin@Wwsr.ru
¢) MHcnonw3zyiite nums rpynmsr WSR.
d) Coznaiite npoduIs TONBKO A5 uTeHHS ¢ uMeHeM RO.
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e) Hcnonwsyiite mis 3amutel SNMP mmdposanue AES128 u ayrentudukaiimio

SHAL.
f) Hcnons3yiite uMst mosib30BaTess: SNMPUSEr U maposib: SNMPPass
g) yis npoBepkH BbI MOKETE UCIIOIB30BaTh KOMaH Iy snmp_test Ha SRV 1.
3) Ha mapmpyruzarope HQ1 HacTpoiitTe pe3epBHOE KOMPOBaHHE KOH(DUTYpaIuu
a) PesepBhas komms KOHHUrypaluu IOJKHA COXpaHsAThCS Ha cepBep SRVI mo
npotokony TFTP npu kaxxmom coxpaHeHUH KOH(UTYypalluK B TAMATH YCTPOMCTBA
b) Jns nasBanms aiina pe3epBHOM KOMHMH HCIOIB3yiTe mabmon <hostname>-
<time>.cfg
4) Ha mapupyruzarope BR1 HacTpoliTe MOHUTOpUHT KauecTBa cBsi3u kaHana PPP k ISP1
a) Ilpu kadecTBe NPOMYCKHOM crtocoOHOCTH HUXE 70% MOPT TOJKEH aBTOMATHUECKU
OTKJIIOYATHCS, a Tpa(hUK NepecTpanBaeTCsl Ha Pe3epBHBINA KaHA CBS3U

H. Kondurypauusi BUPTYaJabHBIX YACTHBIX ceTell

1) Mexnay HQI u BR1 nacrpoiite GRE TyHHENb CO CeayOMMME TapaMeTpaMu:
a) MHcnomw3ayiite B kauectBe VTI untepdeiic Tunnell
b) Hcnonw3yiiTe aapecaluio B COOTBETCTBUM ¢ L3-auarpaMmoit
¢) Pexum — GRE multipoint
d) HQI sBasercs xabom
e) Ilapamerpst NHRP ckoHurypupyiite mo cBoemMy yCMOTPEHHIO
f) HWnurepdetic-ucrounnk — Loopback-untepdetic Ha Kax0M MapIIpyTH3aTOPE.
g) O6ecrieubTe paboOTy TYHHEINS ¢ 00EHX CTOPOH Yepe3 mposaiiaepa ISP1

2) 3ammTa TyHHEIs J0JDKHA oOecnieunBaThes ¢ momorisio [Psec mesxxay BR1 u FW1.
a) Oobecneubte mudposanue Tobko GRE tpaduka.
b) Hcnonp3yiite ayreHTUDHUKAIHIO TT0 O0IIEMY KITFHOUY.
c) ITapamerpsi IPsec mpou3BobHEIE.

Kondurypauus noacucreMmsl TeseoHHON CBA3H
1) Ha mapmpytuzatope HQ1 ckoudurypupyiite CME co crienyromumu napamMeTpamu
a) 3apeructpupyiite nporpammusbiil Tenedon Ha PC1 ¢ Homepowm 104
b) 3apeructpupyiire nporpammusiii Tenedon Ha PC2 ¢ Homepom 107
c) OOGecreybTe BO3MOKHOCTH 3BOHKOB C OJIHOTO Telne(oHa Ha IPYyroi
d) IIpoussenure HeoOXxomumbie HacTpoiiku BR1 mist perucrpanuu tenedona va PC2
B HQ CME

Kondurypanus ciay:x0 yaajeHHOro ocTyna
B maHHOM Monyne HacTpolKa He NpeyCMOTpeHa

Kongurypauus Bed- 1 H0OYTOBBIX CJIYy:KO
B nanHOM Mozyne HaCcTpOMKa He IIPEIyCMOTPEHA
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Kondurypauus ciy:k0 XpaHeHUs1 JaHHbIX
B naHHOM Mozye HaCTpOMKa HE IPEeIyCMOTPEHA
Bupryaauszaunus
B naHHOM MOAyne HaCTpOMKa HE IPETyCMOTPEHA

CYB/J
B nannomM mMojyie HacTpoiika He MpeaycCMOTpeHa

Kondurypanus cucremM HeHTPAIU30BAHHOI0 YIIPABJIEHUS 10JIL30BATEISIMU U
KOMIIbIOTEPAMH
B nannOM Moynie HacTpoiika He IpeayCMOTpeHa

ABTOMATH3AIUS AAMUHUCTPUPOBAHUS
B nannomM mMojyie HacTpoiika He MpeaycCMOTpeHa

Kondurypanus u ycTaHOBKa CHCTEeMbI
B nanHom Monyine HacTpoiika He IIpeIycCMOTpeHa
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Tononorus L1
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Tonomnorus L2

& %
Lﬁ Trunk 802.10) ,—1 Ethernet Vian 200
swz sSw3
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Tomomorus L3

Pcz_ transpert Loopback0
E 192.168.2.0/24 3.3.3.3/32
- L2TP 2001:A:B:3::1/64
10.8.8.0/24

Multilink
100.45.5.0/30

HDLC
22.84.4.0/30

Tunnell
172.16.1.0/24
2001:1::/64

ISP3 L2 VPN

. Loopback0 VLAN 10
‘\\ 8.8.8.8/32 172.16.3.0/24
. 2001:4::/64

VLAN 20
30.78.87.0/29
2001:3::/64

Loopback0
2 1.1.1.1/32
2001:4:B:1::1/64

y.— '} meT
e VLAN 100
10.0.100.0/24 OFFICE
VLAN 300

30.78.21.0/24
2001:A:B:DEAD::/é4

DATA
VLAN 200
172.16.20.0/24

| [=T]
sws -
I

Routing-nmnarpamma
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EIGRP AS6000

2001:1::/é64
2001:3::/é64
2001:4::/64
2001:4:B:1::/64
2001:4:B:3::/64
2001:A:B:ACAD::/64
2001:A:B:DEAD::/64

OSPF arca 1
192.168.2.0/24

OSPF area 0

172.16.1.0/24
172.16.3.0/24

OSPF area 51

10.10.10.0/30

172.16.20.0/24 BGP AS 65010

3.3.3.3/32
100.45.5.0/30
22.84.4.0/30

BGP AS 65002

77.88.8.8/32
22.84.4.0/30
22.84.4.4/30

BGP AS 65001

8.8.8.8/32

100.45.5.0/30
100.45.10.0/30
14.88.22.8/32

BGP AS 65000

1.1.1.1/32
30.78.87.0/2%9
30.78.21.0/24
100.45.10.0/30
22.84.4.4/30
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4. KPUTEPUU OHEHKH

B nmanHOM pasnene ompenereHbl KPUTEPUU OICHKH M KOJHYECTBO HAYUCIISIEMBIX
O0amioB (CyOBeKTUBHBIE H OOBbeKTHBHBIC) Tabmmma 2. OOmee KoJW4ecTBO OalioB
3aJIaHuUs/MOIYJIS [0 BCEM KPUTEPUSM OLIEHKH COCTABIISIET 45.

Tadauua 2 — Kpurepuu oueHku

Paznen Kpurepuit OueHku
CyOBekTn OO0BeKTUBHAS OO0mas
BHas
(ecnu 3TO
PUMEHH
MO)
A Monyne  A: «llyckonananka
MH(PACTPYKTYyphl Ha OCHOBE 0 15 15
OC cemeiictBa Linux»
B Moayns B: «llyckonamanka
UHPPACTPYKTYPHl Ha OCHOBE 0 15 15
OC cemeiictBa Windows»
C Monynme C: «llyckonamamka 0 15 15
TEJIEeKOMMYHUKAIIMOHHOTO
000pyIOBaHUs»
Hroro = 0 45 45
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5. IIPUJIOKEHNS K 3ATAHUIO

5.1 IIPEABAPUTEJILHBIE HACTPOMKHU MOJIYJISI A
1. HA BCEX BUPTYAJIbHBIX MAIINHAX ITPEJIYCTAHOBJIEHBI ITAKETBI BIND-UTILS, NET-
TOOLS, TRACEROUTE
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